PAYMENT GATEWAY

1. Operator:

Payout a.s., Juraja Zavodského 97/106, 010 04 Zilina, ID: 50487787. Contact details of the
operator: contact@payout.one.

The operator has appointed a responsible person (DPO) within the meaning of the Personal Data
Protection Regulation for the supervision of personal data protection. Contact details of the
responsible person: Top privacy s.r.o., Robotnicka 11591/13, 036 01 Martin, ICO: 51421291, e-mail:
dpo@payout.one.

2. Purpose of personal data processing:

The purpose of the processing of personal data is the provision of payment gateway services. A
payment gateway is a technical tool for submitting a payment order to the instruction of a
payment service user, which is accessible online via the Internet and is held with another
payment service provider. It is therefore a tool that allows online shops and businesses to accept
online payments for their products or services. The processing of personal data is necessary to
ensure that payment transactions are received through the payment gateway. This purpose
includes:

a. Card payments - providing authorization, processing and settlement of payments
made by payment card.

b. Bank transfer payments - arranging a bank transfer between the payer and the payee
(e.g. via a QR code or by creating a payment order).

c. PIS - the provision of a technical interface to initiate a payment from a data subject's
bank account to a client (merchant).

d. Refunds - the return of funds to a data subject due to a claim, order cancellation or
transaction error.

e. Processing and administration of hire purchases (including credit assessment and
recording of instalments).

f. Communication with the bank and other financial institutions.

g. Fulfilling contractual and legal obligations in the relationship with the client.

3. Legality of personal data processing:

Personal data is processed on the basis of Article 6 para. 1 letter c) Regulations of the European
Parliament and of the Council (EU) 2016/679 on the protection of natural persons in the
processing of personal data and on the free movement of such data, which repeals Directive
95/46/EC (General Data Protection Regulation). Personal data are processed on the basis of the
performance of the contract pursuant to Article 6 para. 1 letter b) Regulations of the European
Parliament and of the Council (EU) 2016/679 on the protection of natural persons in the
processing of personal data and on the free movement of such data, which repeals Directive
95/46/EC (General Data Protection Regulation).

4. Legal obligation to process personal data:

The processing of personal data is carried out as a legal obligation pursuant to Act No. 492/2009
on payment services and on the amendment of certain laws and by the obliged person in
accordance with Act no. 297/2008 Coll. on protection against the legalization of income from
criminal activity and on protection against the financing of terrorism and on the amendment of
certain laws.
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5. List of personal data:

Common personal data, identification data, delivery address, IP address, device identification,
card data, IBAN, bank data, card mask.

Operational data (logs), consents and contracts, which arise when using services by clients, and
which are necessary to process to ensure the safe and continuous operation of the provided
service.

6. Affected persons:

e Payment gateway users.
e Employees of Payout a.s. (when recording operational data - logs, client contract
documentation, etc.).

7. Personal data storage periods:

The payment institution is obliged to keep the documentation and all data necessary to fulfill the
purpose for at least five years from the date of payment, termination of contracts or creation of
the records to which it relates.

8. Legitimate interest of the operator:

The processing of personal data for the purposes of the legitimate interests of the operator is
carried out solely for the purpose of leaving a message/note for the operator from the payment
gateway user and its subsequent processing.

9. Transfer of personal data to third countries:

Personal data is not provided to third countries.

10. Automated individual decision-making and profiling:

No automated individual decision-making or profiling occurs when processing personal data.
1. Technical and organizational security measures:

Organizational and technical measures for the protection of personal data are processed in the
operator's internal regulations. Security measures are implemented in the areas of physical and
facility security, information security, encryption protection of information, personnel,
administrative security and protection of sensitive information, with precisely defined powers
and duties specified in the security policy.

12, Categories of personal data:

Common personal data.
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13. Other authorized entity:

Another authorized entity

Legal basis

Other authorized entity (public
administration entity)

On the basis of Article 6 par. 1letter c) Regulations of
the European Parliament and of the Council (EU)
2016/679 on the protection of natural persons in the
processing of personal data and on the free
movement of such data, which repeals Directive
95/46/EC (General Data Protection Regulation).

A bank or other financial institution

On the basis of Act no. 297/2008 Coll. on protection
against the legalization of income from criminal
activity and on protection against the financing of
terrorism and on the amendment of certain laws.

Law enforcement authorities

On the basis of Act no. 297/2008 Coll. on protection
against the legalization of income from criminal
activity and on protection against the financing of
terrorism and on the amendment of certain laws.

Ministry of the Interior of the Slovak
Republic

On the basis of Act no. 297/2008 Coll. on protection
against the legalization of income from criminal
activity and on protection against the financing of
terrorism and on the amendment of certain laws.

Financial Intelligence Unit of the
Slovak Republic

On the basis of Act no. 297/2008 Coll. on protection
against the legalization of income from criminal
activity and on protection against the financing of
terrorism and on the amendment of certain laws.

Financial Administration

On the basis of Act no. 297/2008 Coll. on protection
against the legalization of income from criminal
activity and on protection against the financing of
terrorism and on the amendment of certain laws.

National Bank of Slovakia

On the basis of Act no. 297/2008 Coll. on protection
against the legalization of income from criminal
activity and on protection against the financing of
terrorism and on the amendment of certain laws.

14. Rights of data subjects:

The person concerned has the right to request from the operator access to personal data that is
processed about him, he has the right to correct personal data, the right to delete or limit the
processing of personal data, the right to object to the processing of personal data, the right to
the ineffectiveness of automated individual decision-making, including profiling, the right to
portability of personal data, as well as the right to submit a proposal to initiate proceedings to the
supervisory authority. If the operator processes personal data based on the consent of the
person concerned, the person concerned has the right to withdraw his consent to the
processing of personal data at any time. Withdrawal of consent does not affect the lawfulness of
personal data processing based on consent prior to its withdrawal. The affected person can
exercise their rights by sending an email to the address of the operator listed above, or in writing
to the address of the operator listed above.
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