
RECORD OF SECURITY INCIDENTS

1. Operator:

Payout a.s., Juraja Závodského 97/106, 010 04 Žilina, ID: 50487787, e-mail: contact@payout.one.

The duties of the responsible person according to the GDPR are carried out by an external
consulting company Top Privacy s.r.o., Robotnícka 11591/1J, 036 01 Martin, ID: 51421291, tel.
+421 905 503 681, email: dpo@payout.one.

2. Purpose of personal data processing:

For security incident we consider a situation that may have a potential negative impact on the
activity of the operator and on the services provided by the operator. The purpose of
processing personal data in case of security incidents is:

a) keeping records of security incidents,
b) keeping records of operational incidents,
c) for the needs of system downtime monitoring,
d) for the purposes of monitoring events in the provided Banklink service and the

payment gateway.

3. Legality of personal data processing:

Personal data within the scope of the purposes in points a) to d) are processed on the basis of
Article 6 paragraph 1 letter c) of Regulation (EU) 2016/679 of the European Parliament and of the
Council on the protection of natural persons in the processing of personal data and on the free
movement of such data, which repeals Directive 95/46/EC (General Data Protection Regulation).

4. Legal obligation to process personal data:

Law no. 492/2009 Coll. on payment services and on amendments to certain laws.

5. List of personal data:

According to the purposes in points a) and c), the data of the affected persons is processed in
the scope of:

▪ general personal data,
▪ identification data about the company,
▪ log records,
▪ transaction data.

According to the purposes in points b) and d), the data about the affected persons is processed
in the scope of:

▪ general personal data,
▪ identification data about the company.

6. Affected persons:



According to the purposes in points a) to d), the affected persons are customers of the
company's client, company's clients, company's employees.

7. Personal data storage periods:

The operator processes personal data for the time necessary to fulfill the purpose, but at the
most 5 years after the dissolution of the company.

8. Legitimate interest of the operator:

Personal data is not processed for the legitimate interests of the operator.

9. Transfer of personal data to third countries:

Personal data is not provided to third countries.

10. Technical and organizational securitymeasures:

Organizational and technical measures for the protection of personal data are processed in the
internal regulations of the operator. Security measures are implemented in the areas of physical
and object security, information security, encryption protection of information, personnel,
administrative security and protection of sensitive information, with precisely defined powers
and duties specified in the security policy.

11. Category of personal data:

Common personal data.

12. Disclosure of personal data:

Personal data is not published.

13. Automated individual decision-making, including profiling:

It is not performed.

14. Recipients of personal data and third parties:

Third party Legal basis
Office for the Protection of Personal Data Law no. 18/2018 Coll. on the protection of personal

data and on the amendment of certain laws
National Bank of Slovakia Law no. 492/2009 Coll. on payment services and on

amendments to certain laws.
Other authorized entities On the basis of Article 6 par. 1 letter c) Regulations

of the European Parliament and of the Council (EU)
2016/679 on the protection of natural persons in
the processing of personal data and on the free
movement of such data, which repeals Directive
95/46/EC (General Data Protection Regulation).



15. Rights of data subjects:

The person concerned has the right to demand from the operator access to personal data that is
processed by him, he has the right to correct personal data or limit the processing of personal
data, the right to object to the processing of personal data, the right to portability personal data,
as well as the right to submit a proposal to initiate proceedings to the supervisory authority. The
affected person can exercise his rights by sending an email to the operator's address, or in
writing to the operator's address. Handling the rights of affected persons is ensured individually
through the responsible person of Top privacy s.r.o., who was entrusted by the operator with the
supervision of personal data protection.


